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Abstract- Internet is very popular and used all over the world. The use of internet is increasing day by day but it is not much secured. The things on the internet are not
secured including a person and the system used for accessing the internet. The security services provide web security to vulnerable websites but still it is not possible
to secure every website and the end user always has a risk from hack into their system or missing of their important data and information. In this research, paper we
explain the client side security mechanisms in which how one web browser extension increases the security on the web and protect their user from the different types of
attack is explained. This extension checks each and every request and response between web server and web client and if any malicious thing is found, it detect and

block them and execute the other useful things.
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Introduction

The use of Internet is the most important need in today'’s life because everything
is related to internet. By this the use of internet is also increased which
increases the security risk and security issues. As we see in news the attacks of
the hacker's will increase rapidly because of the vulnerability in the website. A
security service provider always try to protect the website from the attacks and
remove their vulnerability but it is not possible to protect each and every website
from every type of attack's or make them that much strong because the
development of the web application are commonly increased and the newbie of
the website developed are not much aware about the security issues of the web
application [1]. For this reason, the new concept is to increase the security on
the web is to create a web security extension, which is installed on the internet
web browser. The Internet web browser, arguably the most commonly used
application on a network-connected computer, is becoming an increasingly
capable and important platform for millions of today's computer users [6].
Browser extensions (or “add-ons’) are facilities provided to customize the
browser. These extensions make the use of interfaces exported by the browser
and other plug-ins to alter the browser's behavior [3]. The function of this web
browser security extension is to check every request and response between the
client and the server and if any malicious script is found then it blocks them and
skips to the next one. This web browser extension is smart enough to detect the
difference between normal script and the malicious attacking script [12].

It is a new concept for providing security on the web sites in which provide
security to each and every website instant its a secure extension which do
not secure webpage but secure the user and system from the attacks of
malicious websites[5].

This extension is updated continually according to the discourse of new
vulnerability on internet.

Preceding effort

Web application security is a major concer in today’s era for various

organizations and banking sectors. Most of the organizations and banking
sectors, which uses internet to provide web, based services so that they
protect their sensitive data using firewalls and few access control
mechanisms. However, still the organizations data are revealed by internet
hackers by some means of purposefully designed java script [6]. No
language can prevent insecure code, although there are language features,
which could aid or hinder a security-conscious developer [8]. In such a
scenario, it is necessary to provide additional protection mechanisms for
securing the critical information that are retrieved by SQL queries or java
script designed carefully by hackers [6].

Some previous work is done which is little similar to our concept is some web
browser extension as follows:-

No Script security suite
HTTPS Everywhere
Hack Bar

SQL Inject me

No Script security suite: - Winner of the "PC World Class Award", this
tool gives you with the best available protection on the web. It allows
JavaScript, Java and other executable content to run only from trusted
domains of your choice, e.g. your home-banking web site, guarding your
"trust boundaries" against cross-site scripting attacks (XSS), cross-zone
DNS rebinding/CSRF attacks (router hacking), and Click jacking attempts,
thanks to its unique Clear Click technology. It also implements the Do Not
Track tracking opt-out proposal with their security features there are some
disadvantage also that are websites weren't loading or only loaded
partially. Due to security reason, some java script code will be blocked and
hence the website is not properly downloaded this useful extension
become useless.

HTTPS Everywhere:- Many sites on the web offers some limited support
for encryption over HTTPS, but make it difficult to use. For instance, they
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may default to unencrypted HTTP, or fill encrypted pages with links that go
.back to the unencrypted site. The HTTPS Everywhere extension fixes these
problems by rewriting all requests to these sites to HTTPS.

This extension is used to restrict the all http request and allow only https
request to be processed but this is not sufficient to protect the website from
XSS and other attack.

Hack Bar: - This toolbar will help you in testing sql injections, XSS holes
and site security. It is NOT a tool for executing standard exploits and it will
NOT teach you how to hack a site. Its main purpose is to help a developer
the security audits on his code. If you know what you're doing, this toolbar
will help you do it faster. If you want to learn to find security holes, you can
also use this toolbar. This extension is used only for developer and for pen
tester to check security holes of web application. But it is not enough you will
probably also need a book, and a lot of Google.

SQL Inject me:- SQL Inject Me is the Exploit-me tool used to test for SQL
Injection vulnerabilities. SQL Injection vulnerabilities can cause a lot of
damage to a web application. A malicious user can possibly view records,
delete records, drop tables or gain access to your server. The tool works
by submitting your HTML forms and substituting the form value with
strings that are representative of an SQL Injection attack. The tool works
by sending database escape strings through the form fields. It then looks
for database error messages that are output into the rendered HTML of
the page.

This extension is also for developer support. It is used to check the
vulnerability of sql injection in the web site. It is not able to secure the end
user at the use of web site from XSS and other attacks.

Objective

The main objective of this research paper is to highlight the new concept of
web site protection by web browser extension [4]. This web browser
extension is a type of tools which is added to the web browser as a plug-in
which scan each and every web site which is run in that particular web
browser. This extension reduces the burden from web developer to provide
security to their web applications. This extension is smart enough to detect
the vulnerability in any web site and catch any malicious request and
response between client and server.

As we describe earlier about previous extension [14] that are not able to
difference between normal java script and the malicious java script and it
block every java script that is the result web page are not completely loaded
but this new extension overcome from that drawback to the main objective
of this extension is to create a security extension wall which protect the web
site and the client from the cross site scripting (XSS) and other similar types
of aftack.

Theoretical Revision

In the world of web or internet, static and dynamic web site is developed to
interact and provide services and information to the end user. This web site
works on request and response between client and the server [7]. So there
is establishment of flow between both of them [13] and the attacker will
always find the loophole in that flow and then intercept or interact in that flow
to attack on that website. We describe both the normal flow and the
interpreted flow.

Normal flow of web site: - In general, the work of any web site depends on
the request from the user to the server and the response from the server on
that request. When the server receives the request from the user it executes
that and fetches the data from the database according to the user request
and then send it back to the user. It is a normal flow of website work. We
describe it clearly by their diagram in [Fig-1].

Normal access of web page
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Fig. 1- An example of the normal flow of web site

Web site is basically work on the three layer, first is application layer
which is the top most layer then second is logical layer which are middle
layer and last third is database layer it is the last layer of that architecture.
As we discuss about the working of web site and their flow, the web
browser is work on the application layer then this browser sends a
request to the web server which work on the logical layer. On that layer it
work for executing the command provided and then execute that
command logically and at last it fetch data from the database. Database
works on the data layer and its function is to store data in required format
and provide to the upper layer according to the requirement.

Loophole in web site: - Web applications do raise a number of security
concerns stemming from improper coding. Serious weaknesses or
vulnerabilities, allow hackers to gain direct and public access to databases
in order to churn sensitive data. Attacker always find vulnerability or a loop
hole in the web application or web server and then force fully inject there
malicious code to that web site and save them[14]. So when any victim visit
to that web site then that malicious code will be downloaded to that victim's
computer and execute their web browser without any knowledge of the
victim. We can describe it with the help of diagram as mention in [Fig-2).
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Fig. 2- Example of vulnerability exploitation in web site
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As we mention in the diagram an attacker can find a vulnerability in the
web server so attacker can inject a malicious script behind any attractive
advertisement so when any victim user go through that web server and
click on that advertisement then that malicious script will downloaded to
that victim's computer and it is run by their web browser with the
knowledge of the Victim and then attacker is able to do whatever he want
to do with that system [11].

Extension for web security

In all the previous research all attention has been given on the vulnerable
code of the web application that means where the loop hole is present on
the web application and how to protect this loop hole or a vulnerability of the
web application. But the web application developer will not been aware of
each and every security concept of the web application at every level. As
web attacks are increased in very far manner and now web security is not
just a part of web application development. These both are different and
much extensive fields. So we develop one smart extension which works a
security wall in web browser.

As we know that web browser extension is used to extend the feature of the
web browser so we develop one new extension with the security point of
view by which the security of the web site and their client will increase. This
extension will be installed in the web browser and scan each and every web
site before downloaded it to the system. It also scan every request and
responses between the client and the server and if it find any malicious
script or data are come from outside then it block that [8]. This extension is
smart enough to differentiate between the normal web page script and any
other malicious script, and block only malicious script before downloading on
the system.

When attacker try to attach any victim he sends a malicious link to the victim
or store malicious script to the web server and target the victim to hack into
their system but when the victim go through that web server or link so at the
time of downloading the page on victim system this extension catch that
malicious code and block them. That extension is that much smart that it
protect the user from XSS and other similar types of attacks [9]. The
development of this extension is the newly concept to protect the user from
cyber-attacks [10]. This extension also reduces the security providing efforts
of the web developer. This extension is able to detect all the previous
vulnerability, which was discovered previously, and the newly discovered
vulnerability will be added to their update version by which it is automatically
updated when the new vulnerability will be discovered and added to this
extension by which this extension is able to provide better security to the
end user.

Conclusion

As we see in our today cyber world that the number of net or web user will
be increasing rapidly and the use of the web site will also be increased so
the users will trust on the web site and do there transaction by this web site
so the risk will also be increased for which company spend their lots of
money to secure their web sites.

This research paper gives a new way to provide security to the end user of
the cyber world and protect them from the cyber attacks. The main purpose
of our research paper is to develop the most secure extension and install it
to our web browser. This extension work acts as a middieman between the
client and the web server. It protects the client from the different types of
web attack. Its a simple, easy and effective way to protect the user in the
cyber world from different types of attacks.
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