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Abstract- Wireless networks are gaining popularity to its peak today, as the user’s wants wireless connectivity irrespective of their geo-
graphic position. There is an increasing threat of attacks on the Mobile Ad-hoc Networks (MANET). Mobile Ad Hoc Network (MANET) has 
become an exciting and important technology in recent years, because of the rapid proliferation of wireless devices. MANETs must have a 
secure way for transmission and communication which is quite challenging and vital issue. In order to provide secure communication and 
transmission, researcher worked specifically on the security issues in MANETs, and many secure routing protocols and security measures 
within the networks were proposed. Intrusion-Detection Systems aim at detecting attacks against computer systems and networks or in gen-
eral, against information systems. IDS can be viewed as a guard system that automatically detects malicious activities within a host or net-
work. In this paper we have studied about MANET, various characteristics and applications of MANET, also studied the black hole, worm-
hole and DOS attack, and analyzed Comparison between different Intrusion Detection Systems in MANET . 
Keywords- Network, MANET, Attacks, Intrusion Detection System. 
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Introduction 
Network- Any collection of devices/ computers connected with 
each other by means of communication channels that help the 
users to share resources and communicate with other users. 
There are two main types of network i.e. wired network and wire-
less network. 
 
Wired Network- Wired network are those network in which com-
puter devices attached with the help of wire.  
 
Wireless Network- A network in which, computer devices com-
municates with each other without any wire. 
 
Why Wireless Network- Wireless networks are getting popular 
due to their ease of use. Consumer/user is no more dependent on 
wires where he/she is, easy to move and enjoy being connected 
to the network. One of the great features of wireless network that 

makes it fascinating and distinguishable amongst the traditional 
wired networks is mobility. This feature gives user the ability to 
move freely, while being connected to the network. Wireless net-
works comparatively easy to install than wired network. There is 
nothing to worry about pulling the cables/wires in wall and ceil-
ings. Wireless networks can be configured according to the need 
of the users. These can range from small number of users to large 
full infrastructure networks where the number of users is in thou-
sands. 
 
Mobile Ad hoc Networks 
Mobile ad hoc network is an autonomous system, where nodes/
stations are connected with each other through wireless links. 
There is no restriction on the nodes to join or leave the network, 
therefore the nodes join or leave freely. Mobile ad hoc network 
topology is dynamic that can change rapidly because the nodes 
move freely and can organize themselves randomly. This property 
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of the nodes makes the mobile ad hoc networks unpredictable 
from the point of view of scalability and topology. 
 
 
 
 
 

 
 
 
 
 

Fig. 1- Mobile Ad Hoc Network  
 

Characteristics of MANETs 
When a node wants to communicate with another node, the desti-
nation node must lies within the radio range of the source node 
that wants to initiate the communication. The intermediate nodes 
within the network aids in routing the packets for the source node 
to the destination node. These networks are fully self organized, 
having the capability to work anywhere without any infrastructure. 
Nodes are autonomous and play the role of router and host at the 
same time. MANET is self governing, where there is no central-
ized control and the communication is carried out with blind mutual 
trust amongst the nodes on each other. The network can be set up 
anywhere without any geographical restrictions. One of the limita-
tions of the MANET is the limited energy resources of the nodes. 
 
Applications of MANETs 
The properties of MANET make it so much favorable that would 
bring so many benefits. There are so many research areas in MA-
NET which is under studies now. The most important area is vehi-
cle to vehicle communication. Where the vehicle would communi-
cate with each other, keeping a safe distance between them as 
well as collision warnings to the drivers. MANET can be used for 
automated battlefield and war games. One of the most important 
areas where MANETs are applied is emergency services such as 
disaster recovery and relief activities, where traditional wired net-
work is already destroyed. There are so many other application 
areas such as entertainment, education and commercial where 
MANETs are playing their role for connecting people. 
 
A. Attacks 
i. Blackhole Attacks 
MANETs are vulnerable to various attacks. General attack types 
are the threats against Physical, MAC, and network layer which 
are the most important layers that function for the routing mecha-
nism of the ad hoc network. Attacks in the network layer have 
generally two purposes: not forwarding the packets or adding and 
changing some parameters of routing messages; such as se-
quence number and hop count. A basic attack that an adversary 
can execute is to stop forwarding the data packets. As a result, 
when the adversary is selected as a route, it denies the communi-
cation to take place. In blackhole attack, the malicious node waits 
for the neighbors to initiate a RREQ (Route Request) packet. As 
the node receives the RREQ packet, it will immediately send a 
false RREP (Route Reply) packet with a modified higher sequence 
number. So, that the source node assumes that node is having the 

fresh route towards the destination. The source node ignores the 
RREP packet received from other nodes and begins to send the 
data packets over malicious node. A malicious node takes all the 
routes towards itself. It does not allow forwarding any packet any-
where. This attack is called a black hole as it swallows all objects; 
data packets.  

Fig. 2- Black hole attacks in MANETs  
 

In figure 2, source node S wants to send data packets to a desti-
nation node D in the network. Node M is a malicious node which 
acts as a black hole. The attacker replies with false reply RREP 
having higher modified sequence number. So, data communica-
tion initiates from S towards M instead of D. 
 
ii. Wormhole Attack 
A wormhole attack is a particularly severe attack on MANET rout-
ing where two attackers, connected by a high-speed off-channel 
link, are strategically placed at different ends of a network. These 
attackers then record the wireless data they overhear, forward it to 
each other, and replay the packets at the other end of the network. 
Replaying valid network messages at improper places, wormhole 
attackers can make far apart nodes believe they are immediate 
neighbors, and force all communications between affected nodes 
to go through them. 
 
 
 
 
 
 
 
 

 
 

Fig. 3- MANET with a wormhole attack 
 

iii. Denial of Service 
Denial-of-service (DoS) attacks consume the resources of a re-
mote host or network, thereby denying or degrading service to 
legitimate users. Such attacks are among the most intricate secu-
rity problems to address because they are easy to implement, 
difficult to prevent, and very difficult to trace. The most common 
DoS include attacks similar SYN Flood, Smurf, UDP Flood. Deter-
mining the source generating attack traffic is especially difficult 
when using stateless routing protocols (as in the Internet or geo-
graphic routing). Attackers routinely disguise their location using 
incorrect, or “spoofed”, source address. 
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Classification of IDS Systems 
Intrusion detection can be classified into three broad categories: 
Anomaly Detection, Signature or Misuse Detection, and Specifica-
tion based Detection.  
 
1. Anomaly Detection 
In an anomaly detection system a baseline profile of normal sys-
tem activity is created. Any system activity that is a deviation from 
the baseline is treated as a possible intrusion. The problems with 
strict anomaly detection are that 
1. Anomalous activities that are not intrusive are flagged as intru-

sive.  
2. Intrusive activities that are not anomalous result in false nega-

tives.  
One disadvantage of anomaly detection for mobile computing is 
that the normal profile must be periodically updated and the devia-
tions from the normal profile must be computed. The periodic 
calculations can impose a heavy load on some resource con-
strained mobile devices and perhaps a light-weight approach that 
involves comparatively less compute might be better suited.  

 
 
 
 

 
 
 
 
 
 

Fig. 4- Anamoly Detection System 
 

2. Misuse Detection 
In misuse detection, decisions are made on the basis of 
knowledge of a model of the intrusive process and what traces it 
ought to leave in the observed system. Legal or illegal behavior 
can be defined and observed behavior can be compared accord-
ingly. Such a system tries to detect evidence of intrusive activity 
irrespective of any knowledge regarding the background traffic, 
i.e. the normal behavior of the system. 
 
 
 
 
 
 
 
 
 

Fig. 5- Misuse Detection System 
 

3. Specification Based Detection 
Specification-based detection defines a set of constraints that 
describe the correct operation of a program or protocol, and moni-
tors the execution of the program with respect to the defined con-

straints. This technique may provide the capability to detect previ-
ously unknown attacks, while exhibiting a low false positive rate.  
 
 
 
 
 

 
 
 
 

Fig. 6- Specification based detection 
 

An offshoot to misuse and anomaly detection is compound detec-
tion which is basically a misuse inspired system that forms a com-
pound decision in view of a model of both the normal behavior of 
the system and the intrusive behavior of the intruder. The detector 
operates by detecting the intrusion against the background of the 
normal traffic in the system. These detectors have a much better 
chance of correctly detecting truly interesting events in the super-
vised system, since they both know the patterns of intrusive be-
havior and can relate them to the normal behavior of the system. 
 
Requirements 
Some papers suggested IDS, which is one of the best solutions 
instead of intrusion protection against intruders on MANET. The 
traditional way (firewall and cryptography) are designed for known 
attacks and also each of these techniques comes with overhead 
and complexity. Unlike firewall that is the first line of defense and 
monitors border nodes to detect the external attacks, IDS appears 
just after an intrusion has happened and a node or network has 
been compromised. On the other hand intrusion detection moni-
tors internal attacks as well as external attacks; that is why IDS is 
called as the second line of defense. 

 IDS should not introduce any weakness and overhead in the 
MANET. 

 IDS detection should have a proper response. 

 IDS should itself be fault-tolerant and resistant to attacks, 
especially denial-of-service attacks. 

 IDS should use as little system resources as possible to detect 
and prevent intrusions. 

 High accuracy of the IDS. 
 
Conclusion 
In this paper we studied the information about the network, con-
cept of wired and wireless network, why use of wireless network. 
We also see the introduction about MANET and various character-
istics and application of MANET. In this paper we have studied 
about the blackhole attack, wormhole and DOS attack, and ana-
lyzed different Intrusion Detection Systems in MANET. Intrusion-
Detection Systems aim at detecting attacks against computer 
systems and networks, or, in general, against information sys-
tems .IDS can be viewed as a guard system that automatically 
detects malicious activities within a host or network. This paper 
also analyzes comparison between the different intrusion detec-
tion systems in the MANET. As security is big issue in MANET, 
this paper would be great help for the people who are conducting 
research for the problems in MANET.  
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Sr. No Proposed System Author Methodology Architecture Highlights 

1 Intrusion detection 
algorithm for manet 

Rituparna Chaki 
Nabendu Chaki 
(2007) 

The proposed IDSX offers 
an extended architecture 
and is compatible with 
heterogeneous IDS al-
ready deployed in the 
participating 

Extended 
Architecture 

The proposed solution virtually eliminates the problem of 
phantom intrusion detection to a great extent by aggre-
gating the locally generated alerts to keep or discard a 
suspected intruder in a two step process. 
The anomaly based IDS solutions that are otherwise 
good in detecting both known and novel intrusions, but 
handicapped by high false alarm rates could be utilized 
in the lower level in the proposed two-step IDS approach. 

2 A mechanism 
design-based multi
-leader scheme for 
intrusion detection 
in MANET 

Noman moham-
med, Haldi atrok 
(2008) 

The election of multiple 
leaders for intrusion detec-
tion in the presence of 
selfish nodes based on 
mechanism design theory. 

The design of such 
incentives is based on 
the Vickrey, Clarke, 
and Groves (VCG)
model by which truth-
telling is the dominant 
strategy for each node 

The following two advantages: First, collection of elected 
leaders is the optimal in the sense that the overall re-
source consumption will be balanced among all nodes in 
the network overtime 
Second, the scheme provides the leaders with incentives 
in the form of reputation so that nodes are encouraged to 
honestly participate in the election process. 
Simulation results show that our scheme can effectively 
prolong the overall lifetime of IDS in MANET and balance 
the resource consumptions among all the nodes 

3 Intrusion detection 
with neural network 
& watermarking 
techniques for 
MANET 

Aikaterini Mitro-
kosta 
(2007) 

Neural network based 
combined with protection 
method which is based on 
water marking techniques 

Self organizing map
(SOM) Neural network 

It exploits the advantages of the Lattice and the Block-
Wise method in order to produce the most efficient and 
reliable results. The most sensitive part of the e SOM 
map that represents the existence of an attack in a node 
being the most sensitive part of the map is watermarked 
with the Block-Wise method and the rest of the map with 
the Lattice embedding method. 
The significant advantages of visual representation and 
watermarking, & advantages of eSOM and visual repre-
sentation in order to achieve intrusion detection. Further-
more, For future work, the proposed intrusion detection 
engine can be employed to various routing protocols and 
used for the detection of various types of attacks as well 
as test it in real MANET applications. 

4 Detecting Worm-
hole attacks in 
MANET through 
protocol breaking & 
packet timing 
analysis 

Maria Gorlatora 
Peter C. Mason 

Signal-processing detec-
tion method attack in an 
IPv6 802.1lb wireless 
Mobile Ad Hoc Network 
(MANET) 

Test bed running a 
proactive routing proto-
col. 
  

A certain percentage of the station's may drop traffic, or 
send the packets out issue of delays appearing in the 
message time series in heavy-load situations. Worm hole 
induce delay. 

C. Comparison Between IDS 


